Information Security Requirements — P 1 of 6
VAMHCS HUMAN RESEARCH PROTECTION
STANDARD OPERATING PROCEDURE

SOP# HRP 01.13
Approval Date: 4/10/08

INFORMATION SECURITY REVIEW OF RESEARCH PROTOCOLS

OBJECTIVE:

To ensure that information security requirements on the collection, storage,
access, transmission and destruction of VAMHCS clinical research information
have been met prior to Research and Development Committee (RDC) approval
of the research project.

BACKGROUND:

The VA Central Office (VACO) has established rules for protection of data used
in and derived from research projects. These rules apply to already existing data
(retrieved for the purposes of the research), data created through the research,
data repositories, and other uses of and transfer of VA research data. Among the
requirements from VACO is a requirement for investigators to complete a “Data
Security Checklist for Principal Investigators” and “Principal Investigator’s
Certification: Storage & Security of VA Research Information” at the time of
protocol submission and annually thereafter.

In compliance with VA mandates, the VAMHCS has named an Information
Security Officer (ISO) who (among other Medical Center duties) sits on the R&D
Committee for the purpose of reviewing research proposals to ensure that
information security requirements have been satisfied. The ISO reviews each
clinical research proposal (any non-exempt research proposal that involves
human subjects) to determine what types of data will are involved in the research
project, where and how the data will be stored or transferred, the risks of security
breaches, and other required elements.

POLICIES:

« All human research protocols must receive ISO approval in order to be
approved by the R&D Committee.

e The R&D Committee seeks the 1ISO’s guidance on information technology (IT)
matters.

e The Research Service Office of Research Compliance (ORC) has the
authority to evaluate investigators’ compliance with their stated IT security
plans.
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DEFINITIONS

Comprehensive Institutional Evaluation of Research Online /Biomedical
Research and Assurance Network (CICERO/BRAAN) — BRAAN: the electronic
protocol management system currently used by the IRB; CICERO: the electronic
protocol management system currently to be instituted by the IRB in 2008.

Individually-identifiable Information (lll) — any information, including health
information maintained by VHA, pertaining to an individual that also identifies the
individual and, except for individually-identifiable health information, is covered
regardless of whether or not the information is retrieved by name. lll includes a
subset of information called “Individually-identifiable Health Information” (I11HI)
further defined in 1605.1 par 4.aa.

Protected Health Information (PHI) — individually-identifiable health information
maintained in any form or medium; includes employment records held by a
covered entity in its role as an employer. (1605.1 par 4.ss)

VA Data (or VA Information) — Information owned or in the possession of VA pr
any entity acting for or on behalf of VA.

VA Research Data — consist of information that has been collected for, or used
in or derived from the conduct of VA research.

RESPONSIBILITIES:
Information Security Officer (PO)
1. Reviews the documentation of each human research project to ensure that
information security requirements have been satisfied and documented.
2. lIs a non-voting member of the Research & Development Committee (RDC).
3. May serve as the Alternate for the Information Security Officer (ISO) on the
RDC.
Principal Investigator
Completes the “Data Security Checklist for Principal Investigators” and
“Principal Investigator’s Certification: Storage & Security of VA Research
Information” and submits them with the protocol submission to the RDC.
RDC Coordinator
Notifies the ISO when a human research study is submitted for RDC review.
Research Compliance Officer (RCO)
Conducts routine or for-cause audits of investigator practices regarding the
use, disclosure, storage, transfer and destruction of research-related PHI and
1.

PROCEDURE:
1. Prior to each scheduled RDC meeting, the ISO accesses BRAAN/CICERO to
review required documents, including but not limited to: the study protocol,
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Institutional Review Board (IRB) approval letter, approved Informed Consent
Form and HIPAA Authorization (or, if applicable, the IRB Approval of Waiver
of HIPAA-compliant Authorization, if Informed Consent is not required).

a. The RDC Coordinator notifies the ISO when studies are submitted to
the RDC.

b. The RDC ensures that the ISO receives the investigator’s “Data
Security Checklist for Principal Investigators” and the “Principal
Investigator’s Certification: Storage & Security of VA Research
Information”.

. The ISO will:

a. Review the “Data Security Checklist for Principal Investigators” and the
research protocol to determine what information is being collected, how it
will be stored, who has access, whether and how it will be transmitted and
how it will be destroyed.

b. Review the IRB Approval letter to ensure approval was given for this
particular research study and that it is signed by the Chairperson of the
IRB.

. If information security issues are discerned,

a. thelSO:

1. contacts the Investigator and works with him/her on corrective

actions to enable the research proposal to meet information

security standards,

notes remaining issues on the Research Privacy Review Checklist,

discusses concerns at the RDC meeting and the protocol will be

returned to the PI for revisions
4. may recommend RDC conditional approval of the protocol pending
completion of corrective actions,
5.  may recommend to the RDC, tabling of or disapproval of the
protocol based on information security concerns,
6. reports to the RDC any other issues that prevent or delay approval
of the project.
b. the RDC may not approve a human study without the concurrence of the
ISO.

c. the research may not begin until RDC approval is obtained.

. Once the ISO determines that all information security requirements have

been satisfied based, the protocol is eligible for RDC approval.

a. The ISO (or alternate) must vote for approval in order for RDC
approval to be achieved.

b. The VAMHCS Privacy Officer may serve as the Alternate member for
the ISO. The ISO may formally nominate other individual(s) to serve
as Alternates; those individual(s) must be confirmed by the RDC and
formally appointed by the MCD before they are eligible to serve.

. The Researcher may not access or collect research related information until

the RDC has fully approved the protocol.

wmn
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SEE ALSO:

Research Service SOPs Review of Research Documentation for Compliance
with Privacy Requirements (HRP 01.12)
Overview of Quality Assurance Activities (HRP02.01)
Audit Triggers (HRP 02.02)

APPENDIX A “Data Security Checklist for Principal Investigators”
COMPLIANCE:
1. The Information Security Officer and/or the Research Compliance Officer

(RCO) may conduct retrospective reviews for to ensure information security
requirements are currently being met. The results of the review will be discussed
with the VAMHCS ACOS for Research and Development and/or RDC Chair.

2. Audits may be announced or unannounced.

REFERENCES:

VHA Directive 2007-40  Appointment of Facility Information Security Officer
(ISO) and Privacy Officer to the Institutional Review
Board (IRB) or the Research and Development (R&D)
Committee

APPROVAL:
This SOP entitled “Information Security Review of Research Protocols” has been
approved by the Medical Center Director, effective 4/10/08.

\ Information Security Requirements (HRP 01.13)
Prior Versions: N/A Version 1.0 Review due: 4/11




Information Security Requirements — P 5 of 6
VAMHCS HUMAN RESEARCH PROTECTION
STANDARD OPERATING PROCEDURE

VA Maryland Health Care System
Data Security Checklist for Principal Investigators

Name of Protocol

Name of Pl —
Signature of PI:

PI's Telephone and E-mail

Name of Privacy Officer (PO) | Janice Crosby

410-605-7328 — janice.crosby@va.qgov

PO Telephone and E-Mail

Name of Information Security | Lucy Fleming
Officer (ISO) | Rose Ann Tucker

ISO Telephone and E-mail | 410-605-7141 — lucy.fleming@va.gov
410-605-7140 — roseann.tucker@va.gov

In accordance with VA Directive 6504 VA sensitive (research) information is defined as: data that
require protection due to the risk of harm that could result from inadvertent or deliberate disclosure,
alteration or destruction of the information. The term includes (1) information whose improper use or
disclosure could adversely affect the ability of an agency to accomplish its mission, (2) propriety
information, (3) records about individuals requiring protection under various confidentiality provisions such
as the Privacy Act and the HIPAA Privacy Rule, and (4) information that can be withheld under the
Freedom of Information Act (FOIA). Health information de-identified in accordance with VHA Handbook
1605.1 Appendix B would not be considered sensitive information.

Instructions: (A) If the research does NOT include any VA sensitive information/data, Specific
Requirements 1 and 2 should be marked as not applicable (N/A). Double clicking the mouse with
the pointer on top of the boxes will open up a dialogue box allowing you to change the default
value to Checked.

# | YES NO | N/A Specific Requirement
1| [] ] ] All VA sensitive research information is used and stored within the VA.
2|0 [ [ All copies of VA sensitive research information are used and remain within VA.
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If you answered YES or N/A to both Specific Requirements #1 and #2 above,

STOP HERE!

If you answered NO to either Specific Requirement #1 and/or #2 above, proceed

to # 3 below.

Your previous responses indicate intention to remove originals or copies of VA
research information from a VA facility. THEREFORE, YOU MUST RESPOND TO
THE REMAINING ITEMS on this form.

#

YES

NO

N/A

Specific Requirement

3

Permission to remove data has been or will be obtained from 1) your
immediate supervisor, 2) the ACOS/R&D, 3) the VA ISO and 4) the VA PO.

A VA property pass or a revocable license for the equipment (Laptop, other
portable media device, etc.) has been obtained.

The VA laptop or other portable media device is VA encrypted and VA
password protected. NOTE: Contact Information Resource Management
Service at 410-605-7080 for encryption issues.

VA sensitive data is not transmitted as an attachment to unprotected e-mail
messages.

I I I N I I I O I

I I I W

I I I W

Names, addresses, and social security numbers (real & scrambled) have been
replaced with a code. NOTE: Names, addresses, & social security numbers
(real or scrambled) may only be maintained on a VA server and documentation
of the procedure by which the data were coded must remain in the VA.

Data on removable media sent via mail or delivery service has been encrypted.
NOTE: It is preferable to send data on CD’s or other media by a delivery
service where there is a “chain of custody.”

For VA data that will reside on a non-VA server: The server has been certified
and accredited as required by Federal Information and Security Management
Act (FISMA) of 2002. NOTE: Your facility ISO should be consulted.

10

Access to the data is only by those who are authorized to access it and the
access is related to the VA-approved research.

11

I O A B O

I A

I A

Procedures for reporting theft or loss of sensitive data or its storage media
(such as a laptop) are in place and familiar to the researcher and all others who
have access to use, store, or transport the data.
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