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VAMHCS HUMAN RESEARCH PROTECTION
STANDARD OPERATING PROCEDURE

SOP# HRP 01.12
Approval Date: 4/10/08

REVIEW OF RESEARCH DOCUMENTATION FOR COMPLIANCE WITH
PRIVACY REQUIREMENTS

PURPOSE:

To ensure all of the legal privacy requirements have been met in order to use or
disclose protected health information (PHI) or individually identifiable information
(1) for the purposes of a research project. To accomplish this, a review of all of

the documentation for research studies must be conducted prior to providing the
protected information requested.

BACKGROUND:

The VA has codified its enforcement of the Health Insurance Portability and
Accountability Act (HIPAA) through its VA Privacy Rule and VHA Handbook
1605.1. The conduct of research within HIPAA requirements presents special
challenges. Both the UMB (through the IRB) and the VAMHCS (through the
R&D Committee review process) evaluate the privacy risks of research proposals
and must approve HIPAA documents and privacy protection plans according to
established policies and procedures.

In compliance with VA mandates, the VAMHCS has named a Privacy Officer
(PO) who (among other Medical Center duties) sits on the R&D Committee for
the purpose of reviewing research proposals to ensure that the privacy
requirements have been satisfied before protocols can be approved.

POLICY:

The PO reviews each research proposal to determine what health or individually-
identifiable information (IIl) will be accessed, used or disclosed for the research
study, the risks of (if any) and safeguards for disclosures of PHI and lll, the
adequacy of HIPAA authorizations or waivers, and other required elements. All
human research protocols must receive PO approval in order to be approved by
the R&D Committee. The R&D Committee seeks the PO’s guidance on privacy
matters.

DEFINITIONS
Comprehensive Institutional Evaluation of Research Online /Biomedical
Research and Assurance Network (CICERO/BRAAN) — BRAAN: the electronic
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protocol management system currently used by the IRB; CICERO: the electronic
protocol management system currently to be instituted by the IRB in 2008.

Individually-identifiable Information (lll) — any information, including health
information maintained by VHA, pertaining to an individual that also identifies the
individual and, except for individually-identifiable health information, is covered
regardless of whether or not the information is retrieved by name. lll includes a
subset of information called “Individually-identifiable Health Information” (I11HI)
further defined in 1605.1 par 4.aa.

Protected Health Information (PHI) — individually-identifiable health information
maintained in any form or medium; includes employment records held by a
covered entity in its role as an employer. (1605.1 par 4.ss)

VA Data (or VA Information) — Information owned or in the possession of VA pr
any entity acting for or on behalf of VA.

VA Research Data — consist of information that has been collected for, or used
in or derived from the conduct of VA research.

RESPONSIBILITIES:

Privacy Officer (PO)

1. Reviews the documentation of each human research project to ensure that
privacy requirements have been satisfied.

2. Is a non-voting member of the Research & Development Committee (RDC).

3. May serve as the Alternate for the Information Security Officer (ISO) on the
RDC.

RDC Coordinator
Notifies the Privacy Officer when a human research study is submitted for
RDC review.

Research Compliance Officer (RCO)
Conducts routine or for-cause audits of investigator practices regarding the
use, disclosure, storage, transfer and destruction of research-related PHI and
1.

PROCEDURE

1. All research projects involving human subjects must be reviewed by the
VAMHCS Privacy Officer to ensure that the privacy requirements have been
satisfied and document the findings of the review using the “Research Privacy
Review Checklist” (Appendix A).

2. The privacy review will be in compliance with VAMHCS Policy 512-136/MAS-
021 “Privacy Policy & Procedures”.
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3. Prior to each scheduled RDC meeting, the PO accesses BRAAN/CICERO to
review required documents, including but not limited to: the study protocol,
Institutional Review Board (IRB) approval letter, approved Informed Consent
Form and HIPAA Authorization (or, if applicable, the IRB Approval of Waiver
of HIPAA-compliant Authorization, if Informed Consent is not required).

The PO will review the documents for the following requirements:

4.

6.

a.

Review the research protocol to determine what health information is
specifically being requested for the research study and to determine
whether the Researcher will be obtaining informed consents and HIPAA
authorizations or if a waiver of HIPAA-compliant authorization is required.
This information is normally listed in the research protocol under
Methodology or Data Analysis.

Review the IRB approval letter to ensure that the research project was
approved and that a waiver of HIPAA-compliant authorization was
approved and appropriately documented, if required, or that informed
consent and HIPAA authorization was approved.

Obtain supporting documents, such as the IRB minutes in order to
complete the review if the IRB approved a waiver of HIPAA-compliant
authorization, but did not appropriately document the approval as required
by the HIPAA Privacy Rule in the approval letter.

Review the informed consent form and HIPAA authorization to determine
if it contains all of the content requirements for an authorization as outlined
in VHA Handbook 1605.1 if informed consent and HIPAA authorization
was approved by the IRB.

The Privacy Officer completes signs and dates the “Research Privacy Review
Checklist” upon review of the research project documents.
If privacy issues are discerned,

a. the Privacy Officer:
1. notes them on the Research Privacy Review Checklist,
2. notifies the RCO,
3. works with the Investigator to take corrective actions so that
the research proposal meets privacy standards,
4. reports to the R&D Committee any issues that prevent or
delay approval of the project.
b. the RDC may not approve a human study without the concurrence of
the PO.
c. the facility may not provide the protected information to the Researcher
until RDC approval is obtained.

7. Once all privacy requirements have been determined to be satisfied based on
a review by the VAMHCS Privacy Office, the protocol is eligible for R&D
Committee approval.

a. The PO (or alternate) must recommend a vote for approval (based on
the absence of or resolution of privacy issues) in order for the protocol
to receive final RDC approval. .
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b. The VAMHCS ISO may serve as the Alternate member for the PO.
The PO may formally nominate other individual(s) to serve as
Alternates; those individual(s) must be confirmed by the RDC and
formally appointed by the MCD before they are eligible to serve.

8. The Researcher may not access or collect research related information until
the R&D Committee has fully approved the protocol.

9. The Privacy Officer may conduct this same review retrospectively for
research studies that were not reviewed previously to ensure privacy
requirements were met. The results of the review will be discussed with the
VAMHCS ACOS for Research and Development.

SEE ALSO:
VAMHCS Policy Memorandum “Privacy Policy & Procedures”
(512-136/MAS-021)
Research Service SOPs  Overview of Quality Assurance Activities (HRP02.01)
Audit Triggers (HRP 02.02)

APPENDIX A: Research Privacy Review Checklist

COMPLIANCE:

The ORC routinely evaluates the content and execution of HIPAA forms during
the conduct of research studies and has the authority to evaluate investigators’
compliance with their stated privacy plans. Audits may be announced or
unannounced and will be performed according to the ORC audit procedures
(HRP 02.01, HRP 02.02).

REFERENCES:
VHA Handbooks 1605.1 “Privacy and Release of Information”
1200.5 “Requirements for the Protection of Human
Subjects in Research”
HIPAA Privacy Rule
Privacy Fact Sheets on Research, Vol 06, No 3&4

APPROVAL

This SOP entitled “Review of Research Documentation for Compliance with
Privacy Requirements” has been approved by the Medical Center Director,
effective 4/10/08.
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APPENDIX A

Research PRIVACY Review Checklist

Principal Investigator

Title of study

INDICATOR

N/A,
v oor X

COMMENTS

Signed Research and Development Committee Letter

no

Signed IRB Approval Letter

Approval Letter lists approved: Consent Form, HIPAA
authorization, or HIPAA waiver (as applicable)

IRB Stamped or Signed Informed Consent Form (if
applicable)

IRB Stamped or Signed HIPAA Authorization (if
applicable)

NOTE: If HIPAA Authorization will be obtained from
study subject complete questions 10 — 20.

IRB Stamped or Signed HIPAA Waiver Request Form
(if applicable)

NOTE: If IRB approval of waiver of HIPAA
Authorization is required complete questions 21 — 32.

Will Protected Health Information be used for
Recruitment (e.g., names and addresses provided to
Research prior to HIPAA authorization being signed)?

If so, then IRB approval of waiver of HIPAA
authorization is required in addition to a HIPAA
Authorization. Complete questions 10 — 20 and 21 — 32.

The study has adequate provisions to protect the privacy
interests of subjects

The study has adequate provisions to protect the
confidentiality of data

HIPAA Authorization (to be signed by subject). When
an authorization of the individual is required to release
individually-identifiable information, the authorization

must be in writing and include the following
information:
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10.

The identity, i.e., name and social security number,
of the individual to whom the information pertains.
Note: Social Security number added to template
3/9/07. This was not in the ORD template.

11.

A description of the information to be used or
disclosed that identifies the information in a specific
and meaningful fashion. If HIV, sickle cell anemia,
drug and /or alcohol abuse treatment information is
to be disclosed, this information must be specifically
identified in the description.

12.

The name, or other specific identification, of the
person(s), class of persons, or office designation(s)
authorized to make the requested use or disclosure.

13.

The name or other specific identification of the
person(s), class of persons, or office designation(s) to
which the agency may make the requested use or
disclosure.

14.

Are research compliance monitors/research sponsors
authorized by subject to receive I11?

15.

A description of each purpose of the requested use or
disclosure. A statement “at the request of the
individual” is sufficient when an individual initiates
the authorization and does not, or elects not to,
provide a statement of the purpose.

16.

An expiration date or event that relates to the
individual or the purpose of the use or disclosure.
Examples of appropriate expiration date language are
as follows:

The statement “end of the research study” or similar
language is sufficient if the authorization is for use or
disclosure of individually-identifiable health
information for research.

The statement “none” or similar language is
sufficient if the authorization is for the agency to use
or disclose individually-identifiable health
information, including for the creation and
maintenance of a research database or research
repository.

17.

The signature of the individual, or someone with the
authority to act on their behalf, and date signed.

18.

A statement that the individual has the right to
revoke the authorization in writing except to the
extent that the entity has already acted in reliance on
it, and a description of how the individual may
revoke the authorization (e.g., to whom the
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revocation is provided).

19.

A statement that treatment, payment, enroliment, or
eligibility for benefits cannot be conditioned on the

individual completing an authorization. Participation

in a research study may be conditioned on the
individual signing the authorization (see 45 CFR
164.508 (b)(4(1)).

20.

A statement that individually-identifiable health
information disclosed pursuant to the authorization
may no longer be protected by Federal laws or
regulations and may be subject to re-disclosure by
the recipient.

INDICATOR

N/A,
v oor X

COMMENTS

21,

Waiver of HIPAA Authorization (45 CFR

164.512(i)(2) Documentation must include ALL of the
following:

Identification of the IRB

22,

Date of IRB approval of waiver of authorization
(date stamp on authorization form)

Statement that alteration or waiver of authorization
satisfies the following criteria:

23.

The use or disclosure of the requested information
involves no more than a minimal risk to the
privacy of individuals based on, at least, the
presence of the following elements:

24,

An adequate plan to protect the identifiers from
improper use and disclosure

25.

An adequate plan to destroy the identifiers at the
earliest opportunity consistent with conduct of the
research, unless there is a health or research
justification for retaining the identifiers or such
retention is otherwise required by law; and

26.

Adequate written assurances that the requested
information will not be reused or disclosed to any
other person or entity, except as required by law,
for authorized oversight of the research study, or
for other research for which the use or disclosure
of the requested information would be permitted
by the Privacy Rule;

27.

The research could not practicably be conducted
without the waiver or alteration; and

28.

The research could not practicably be conducted

without access to and use of the requested
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information.

29.

A brief description of the PHI for which the IRB
has determined use or disclosure to be necessary

30.

In accordance with 38 USC 7332 (Applicable to Drug
Abuse, Alcohol Abuse, HIV Infection, and Sickle Cell
Anemia Records). The PI provides assurance in
writing that the purpose of the data is to conduct
scientific research and that no personnel involved
in the study may identify, directly or indirectly,
any individual patient or subject in any report of
such research or otherwise disclose patient or
subject identities in any manner.

31.

Identification of the review procedure used to
approve the waiver of authorization (either normal
review procedures (Full Board) or expedited review
procedures). (On IRB Approval Letter)

32.

Signature of chair of the IRB or member designated
by the chair to approve the waiver of authorization.
(On IRB Approval Letter)

Additional Comments:

Name of Privacy Officer Date Review Completed
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